STATEMENT OF UNDERSTANDING FOR COMPUTER USE

NOTICE AND CONSENT LOG-ON BANNER

     “THIS IS A DEPARTMENT OF DEFENSE (DOD) COMPUTER SYSTEM.  THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE.  DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, TO INCLUDE ENSURING THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY AND OPERATIONAL SECURITY.  MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM.  DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED AND USED FOR AUTHORIZED PURPOSES.  ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE MONITORED.  USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM.  UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION.  EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL OR OTHER ADVERSE ACTION.  USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES.”  (REFERENCE: DOD GENERAL COUNSEL MEMO, DATED 27 MAR 1997 APPLIES)

	USER RESPONSIBILITY AGREEMENT

As a NIPRNET user, I understand that I am responsible and accountable for following all requirements of this agreement.  I am solely responsible for all access and actions carried out under my user identification and password.  As part of my responsibilities:  (Read and initial the following)

1. I have read and understand the notice and consent “log-on banner” that appears on the front of this document and is displayed on USMC computers.  I understand that logging into the RSN constitutes consent to auditing and monitoring at all times.  ________(User Initials)

2. I have received training on the USMC’s acceptable use policy.  I will adhere to all security policies concerning external connectivity.  ________(User Initials)

3. I understand that I am solely responsible for all access and actions carried out under my user identification (User ID) and password.  ________(User Initials)

4. The RSN is an unclassified network.  I will not enter or process any classified information on the RSN or any other unclassified system or network.  __________(User Initials)
5. I will not disclose my password to anyone due to reassignment, transfer or termination.  I will not write my password down or transmit it electronically.  ________(User Initials)

6. I will limit the use of the RSN to official and authorized use and not utilize the RSN for unauthorized or prohibited use..  ________(User Initials)

7. I will notify my ISC or the MCRC G-6 immediately of any computer security incidents such as viruses, loss or compromise of my password, suspected system tampering or computer hacking, etc.  ________(User Initials)

8. I will not circumvent security requirements to obtain unauthorized access (such as change system configuration files, disable anti-virus software).  _________(User Initials)

9. I will not connect to commercial Internet Service Providers (ISP’s) mail systems nor will I send government data via a commercial ISP (AOL, HOTMAIL, etc.).  I understand that games and unauthorized software are not permitted on computers connected to the RSN.    ________(User Initials)

10. I will adhere to all INFOCON measures as promulgated for the current INFOCON level.  ________(User Initials)

11. I understand that remote access is authorized only for official government use that is required for my job assignment.  I will not use remote access for unofficial web browsing or e-mail.  ________(User Initials)

12. I understand that I must notify my ISC and MCRC G-6 upon termination or transfer.  
          _________(User Initials)




	I UNDERSTAND THAT FAILURE TO ADHERE TO PUBLISHED POLICIES WILL RESULT IN IMMEDIATE SUSPENSION OF MY ACCOUNT AND CAN RESULT IN DISCIPLINARY OR ADMINISTRATIVE ACTION. 

	USER NAME (PRINT):                                                                       DATE:



	USER SIGNATURE:




