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MCRC FROST CALL 001-00 DATED 28 OCT 99

From:  Commanding General, Marine Corps Recruiting Command

Subj:  ELECTRONIC PERSONNEL SECURITY QUESTIONNAIRE (EPSQ)

       IMPLEMENTATION INSTRUCTIONS 

Ref:   (a) Office of the Assistant Secretary of Defense  

           (OASD) C3I Memo dated 19 March 99

       (b) MARADMIN 145/99 EPSQ       

Encl:  (1) Roster of DSS Agents Field Trained in EPSQ

       (2) Electronic Personnel Security Questionnaire 

           (SF-86) Worksheet


  (3) Helpful Points on EPSQ

1. Purpose.  To notify all levels within Marine Corps Recruiting Command (MCRC), in the implementation procedures to initiate the Electronic Personnel Security Questionnaire (EPSQ) for accessing applicants to active duty/active duty for training in the Marine Corps.

2. Background.  The EPSQ is an electronic version of the National Agency Check (NAC), SF 86.  Presently, MCRC uses only the paper version NAC, SF-86 for initiating background checks with the Defense Security Services (DSS).  The conversion to the EPSQ allows DSS to expedite the security processes for clearances.     

3. Information  

   a.  Office of the Assistant Secretary of Defense (OASD) directed in reference (a), that all DOD activities begin using the EPSQ.  All DoD activities would submit the EPSQ, to DSS through the Case Control Management System (CCMS), on all security requests effective 45 days from the date of the memorandum. Reference (b) directed all Marine Corps activities to comply.  Since this date MCRC and M&RA have been granted three 2 month waivers, to continue submissions of paper SF-86's. Upon approval of the last waiver, MCRC was notified that additional waivers would not be granted.  The current waiver will expire on 28 October 1999.  At present, the continued submission of paper SF-86's by the Marine Corps has necessitated DSS to convert these forms to an electronic format before initiating a security clearance request.  This in turn has created a backlog for submissions, that subsequently causes lost training days since Marines cannot start instruction at certain MOS producing schools without a clearance. 
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b.  The current time frame for results from DSS on submissions are:

          (1) Automated ENTNAC 25-50 days  

          (2) Manual ENTNAC 130 days

          (3) NAC 107 days

          (4) NACLAC 135 days

4.  Guidance

     a.  To help remedy the backlog at DSS, the following guidelines will be used: 

(1) The current procedure of submitting Automated 

ENTNAC's will continue until further notice.  Presently ENTNAC's (SF-86) are submitted in Automated or Manual Format. The criteria for submitting an Automated ENTNAC's is:

          
(a) US Native Born Citizen 

          
(b) Non Prior Service

          
(c) No Serious/Felony Convictions

          
(d) No Security Clearance Required

(2) Manual ENTNAC's are required on all other 

cases, and must utilize the EPSQ format.  Manual submission of SF-86 (paper) will cease effective 1 November 99.  The criteria for Manual ENTNAC's is:

          
(a) Born Outside the United States  

          
(b) Prior Service

          
(c) Serious/Felony Convictions

          
(d) Security Clearance Required  

b.  ENLISTED ACCESSIONS (REGULAR/RESERVE). After

1 November 1999, all contracted enlisted accessions must have an Automated ENTNAC or an EPSQ submission utilizing the criteria listed paragraphs 4a(1), or 4a(2).  This must be accomplished prior to shipping/accessing.  A completed  (SF-86) Questionnaire for National Security Positions, 

SF-86 Worksheet with signed Release Forms, or the printed version of the EPSQ, and the fingerprint card will be used as the source documents used for all enlisted accessions.  USMEPCOM has authorized that any of these documents can be used for the PEI Interview at the MEPS, to include 
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submission of an Automated ENTNAC.  Note:  The submission of an EPSQ for those accessions, which can be processed, with the Automated ENTNAC are strictly prohibited.

c.  OFFICER ACCESSIONS. After 1 November 1999, this program will use the EPSQ format only, due to all accessions require clearances.  OCC applicants will have EPSQ's submitted at time of application.  PLC candidates will be submitted after approval for training.

     d.  The EPSQ can be downloaded from the Internet DSS Web Site (www.dss.mil).  There are two versions of the EPSQ, which can be downloaded from the DSS Website.  The SUBJECT VERSION, and the SECURITY OFFICER VERSION.  The Subject Version is the actual EPSQ (43 Modules) which can only be transmitted to a Security Officer.  The Security Officer Version can initiate the EPSQ, validate, and transmit to DSS via the Internet or email.  RSS's/OSS's are only authorized to download the SUBJECT VERSION.  OSO's, MEPS LNCO'S or RS Headquarters personnel who will be forwarding the EPSQ to DSS are authorized to download the SECURITY OFFICER VERSION. Each district has been provided hardware to augment the implementation of the EPSQ at the RS level.  However, the EPSQ software can be downloaded on any system with Internet access.  Likewise, CD-ROM of the EPSQ is available for loading into the designated hardware.

e.  The DSS Website has many helpful links, to include User Guides and Instructional Manuals, which can be downloaded.  Problems of a technical nature can be addressed to a toll free number: 1-800-542-0237.  Enclosure (1) contains a roster of geographically listed DSS Field Agents that are trained in EPSQ and are available for consultation and instruction.

5.
EPSQ Procedures
     a.  EPSQ at the RSS/OSS.  If an RS intends to initiate the EPSQ at the RSS/OSS level they will utilize the SUBJECT VERSION of the EPSQ.  RSS's will then forward to the MEPS LNCO, or the designated individual, who will act as the Security Officer. OSS's will forward to the OSO who will act as the Security Officer. The Security Officer will retrieve, validate and submit the EPSQ to DSS.  The following detailed steps are provided:

         (1) The RSS Recruiter/NCOIC, or OSS Staff will have the applicant fill out enclosure (2).
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         (2) Screen for accuracy and completeness, since the SF-86 Worksheet is the source document to complete the SUBJECT VERSION of the EPSQ at the RSS/OSS Level.

         (3) RSS's recruiters /NCOIC's, and OSS's will  initiate the SUBJECT VERSION using a local PC or Laptop, and forward to their designated Security Officer via disc/email.

         (4) The Security Officer will validate the SUBJECT VERSION and forward to DSS. MEPS LNCO acting as EPSQ Security Officers will submit EPSQ at DEP-in.  OSO's acting as Security Officers will submit EPSQ in accordance with paragraph 4.c.

         (5) A copy of the EPSQ will become a part of the enlistment/officer package, along with the Fingerprint Card, on the date of processing.

b. EPSQ not at the RSS.  This will require the RS to initiate the EPSQ using the SECURITY OFFICER VERSION.  The designated Security Officer will be responsible for completing the EPSQ and forwarding to DSS.  The following detailed steps are provided:

(1) The RSS Recruiter/NCOIC or OSS will have the 

applicant fill out enclosure (2).

          (2) NCOIC or OSS Staff screen for accuracy and completeness.

(3) Have the applicant sign the SF-86 

"Authorization for Release of Information” and Privacy Statements.  (RS's can use those from the SF-86 or reproduce facsimiles locally)

(4) RSS's will forward the Signed Release Forms 

along with the DD258/DD2280 Fingerprint Card to the MEPS Liaison.  OSS's will forward to the OSO.

(5) The MEPS Liaison will forward the EPSQ 

Worksheet to the designated Security Officer in the RS, to initiate the EPSQ, using the SECURITY OFFICER VERSION and forwards to DSS by email.  OSO's will initiate the EPSQ 

using the SECURITY OFFICER VERSION and forwards to DSS by email.
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    c.  SECURITY OFFICER (MEPS LCNO/RS/OSS).  The Security Officer needs to ensure after importing files from the Subject Version the following:

                      Type of Form

          REQUEST FOR SECURITY CLEARANCE (SF-86)

                  Type of Investigation

         SINGLE SCOPE BACKGROUND INVESTIGATION (SSBI) 

           (To be used for TOPSECRET Clearance ONLY)

or

         NATIONAL AGENCY CHECK (NAC) or SECRET PR

(To be used for SECRET Clearances or Basic Enlistees

not eligible for an Automated ENTNAC)

When you determine which Type of Investigation is required, the next panel will be a typed page of a Privacy Act Statement, use the ENTER key, and depending on whether you requested a SSBI or NAC, it will create one of the following:

DD Form 1879 - Module List

(contains 14 Modules)

When requesting a clearance you must specify the reason(s) for the request.  In the DD FORM 1879, 
in Module 4, Investigation Status, the panel will ask for up to three (3) reasons for the request.  You will mark the reasons with the pulldown tabs as follows:

     1.  F  (Critical Sensitive Position/Duties)

     2.  L  (Other)

     3.  Press Next on the right side tool buttons which will give you a REMARKS Panel and Type:  ENLISTMENT INTO

MILITARY - TOP SECRET.

or

Request for Security Clearance - Module List

(contains 7 Modules)

When requesting a clearance you must specify the reason(s) for the request.  In the NATIONAL AGENCY CHECK MODULE LIST, in Module 6, Reason for Request, the panel will ask for up to three (3) reasons for the request. 
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You will mark the reasons with the pulldown tabs as follows:

     1.  S  (Secret)
     2.  XX  (Other)

     3.  Press Next on the right side tool buttons, which will give you a REMARKS Panel and Type:  ENLISTMENT INTO

MILITARY - SECRET.   

NOTE:  If using the NAC and NO CLEARANCE IS REQUIRED, for reason #1 type:  E (Enlistment) and proceed to Panel 7.

6.  Tracking.  The EPSQ is submitted electronically to DSS from to their web site or can be emailed from a disk. The DSS email address is:  EPSQ20@epsq.dss.mil. The web site encrypts the file to ensure confidentiality.  The EPSQ Receipt System posts on the DSS Website all EPSQ's received within the last 60 days.  Posting of forwarded EPSQ's is usually within 24 hours. If an individual has shipped and their EPSQ does not post in 72 hours, resubmit on disc.  The only requirement for enlisted accession is submission. 

7.  Action.

    a.   Recruiting Stations (RS's):  The following action is required to allow for implementation by 1 Nov 99:

         (1) Determine if the enlisted applicant is 

eligible for an Automated ENTNAC, or requires an EPSQ.


    (2) Determine if the EPSQ will be initiated at the

RSS level by recruiters/NCOIC’s and OSS’s using the SUBJECT VERSION or at the RS using the SECURITY OFFICER VERSION.


    (3) Download the software for implementing EPSQ.

(4) Assign designated user ID and password to   

RS/RSS/OSO users of the SUBJECT VERSION and assign security officers to execute the SECURITY OFFICER VERSION.


    (5) Locally produce copies of SF-86 Worksheet.                   

         (6) Screen members of the DEP, contracted prior to 

1 November 1999, who have Programs/MOS's which require Security Clearances and resubmit using the EPSQ.  This action will ensure that once the applicant is a Marine and reports for instruction, they will have a clearance to 

start their MOS school.
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(7) If a member of the DEP is submitted as an      Automated ENTNAC and it is returned as unfavorable and requires a manual submission it must be resubmitted as an EPSQ.  Members of the DEP who have additional info relating 

to their Automated ENTNAC/EPSQ (i.e. In-DEP moral waiver) will have that information recorded on the SF-86 or added to the paper copy of the EPSQ, BUT DO NOT REQUIRE RESUBMISSION TO DSS.

         (8) Members of the DEP who were submitted as

Automated ENTNAC's and will be accessing onto active duty/active duty for training with an Incentive Program/MOS, which requires a Clearance MUST HAVE AN EPSQ RESUBMITTED.

         (9) Ensure no member contracted after 1 November 1999 accesses without an EPSQ verified submission received at DSS or Automated ENTNAC.

     c.  Districts/Regions/Recruiters School:  Ensure compliance at the RS level for all facets of the submission of the EPSQ.  Incorporate changes to MEPS LNCO, NCOIC, and Recruiters School Courses for the implementation of EPSQ.  

8.  Point of contact for Districts and Regions is MGySgt M.J. Styka, MCRC Enlisted Recruiting Operations, at commercial (703) 784-9403 or DSN 278-9403.

                             G. K. CUNNINGHAM

                             Chief of Staff

HELPFUL POINTS ON EPSQ

1.  Some helpful hints on EPSQ:

     a.  EPSQ Website: The DSS Website contains the EPSQ, the SF-86 Worksheet, and User Guides for Subject Version and Security Officer Version.  Website:   www.dss.mil

         (1) Download the EPSQ from the DSS Website

www.dss.mil (Subject Version or the Security Officer Version).

             (a) The EPSQ 2.1 Versions contain the

following user tools:

     CREATE          MODIFY      VALIDATION      REPORTS   

    COMMUNICATIONS   UTILITIES   HELP            EXIT   

             (b) There are 43 Modules contained in the                 EPSQ, modules 1 - 10 contain the most data, modules 11 - 16 contain minimum data, and modules, 17 - 42 are yes/no

questions. Module 43 is remarks section. The Subject Version with 43 modules will take approximately 20-25 minutes to initiate using SF-86 Worksheet as a source document.

             (c) Use the remarks section, module 43 of the 

EPSQ, to annotate additional arrests, convictions, and drug usage not required by EPSQ, but required by USMC requirements.

             (d) Employment Record. To prevent date gaps,

ensure all periods of unemployment are recorded from date specified to current time.

             (e) Ensure the proper type of investigation is

requested, to include asking for clearances for applicants who you anticipate might/could receive a program/MOS, which require a clearance.  (i.e. DEP as 9900 to get a UV while In DEP. Request a NAC/SSBI when submitting EPSQ).  Clearance requirements for submission of EPSQ are:

   Basic Marine (No Clearance Required) =  SF-86/NAC

   Confidential/Secret Clearance        = SF-86/ NAC/SECRET

   Top Secret Clearances                =  SF-86/SSBI

   Officer Applicants (PLC/OCC)         =  SF-86/NAC/SECRET

             (f) In the Validation tool of EPSQ always send the document first to the screen, then scan and print.

             (g) Save all EPSQ's to a disk after printing and before transmitting.  Once printed and saved the SF-86 Worksheet can be destroyed.

             (h) ALWAYS TRANSMIT EPSQ as an email attachment.  The email address is:  EPSQ20@epsq.dss.mil

    b. Determine if the EPSQ will be initiated at RSS Level by recruiters/NCOIC's/OSO's, using local PC's/Laptop or at the RS Level.

       (1) RSS/OSS Level Implementation - download SUBJECT VERSION from the DSS Website.  Download the Instructional Manual for the Subject Version edition of the EPSQ. MEPS LNCO/RS/OSO download SECURITY OFFICER VERSION from the DSS Website.  Download the Instructional Manual for the Security Officer Version edition of the EPSQ Assign user ID's for the RSS/OSS's and local passwords for each user.  Contact DSS Field Agents contained in Enclosure (1) for possible All Hands Training. Estimated at 2-3 Hours) utilize the toll free number 1-800-542-0237

for assistance if needed.

       (2) RS Level Implementation - download the 

SECURITY OFFICER VERSION from the DSS Website.  Download the Instructional Manual for the Security Officer Version 

edition of the EPSQ.  Assign user ID for the RS primary and alternate users and local passwords for each.  Contact  DSS Field Agents contained in Enclosure (1) for possible All Hands Training (Estimated at 2-3 Hours).  Utilize the toll free number 1-800-542-0237 for assistance if required.

       (3) Make copies of Enclosure (2), SF-86 Worksheet, for field use by recruiters/NCOIC's/OSO's to prepare Subject Version of EPSQ at the RSS/OSO level, or for processing at MEPS and later forwarded to the RS for implementation of the EPSQ.  For RS's not using EPSQ at the             RSS level . Make copies of the "Signed Authorization for Release of Information" and Privacy Acts, current Page 10 of the SF-86 or facsimile thereof, is available for all enlistment packages

       (4) EPSQ Security Officers MEPS LNCO's/RS's/OSO's  retrieve the EPSQ on subject, validate, and transmit to DSS via email.

       (5) If a member of the DEP is submitted as a

Automated ENTNAC is returned as Unfavorable and requires a manual resubmission, It must be resubmitted as an EPSQ.  

Members of the DEP who have additional info relating 

to their Automated ENTNAC/EPSQ (i.e. In-DEP moral waiver) will have that information recorded on the SF-86 or added to the paper copy of the EPSQ, BUT DO NOT REQUIRE RE-     SUBMISSION TO DSS.

        (6) Member of the DEP who were submitted as

Automated ENTNAC's and will be accessing onto active duty/active duty for training with an Incentive Program/MOS, which requires a Clearance MUST HAVE AN EPSQ RESUBMITTED.

        (7) Ensure no contracted member accesses without

an EPSQ submission received at DSS or an Automated ENTNAC.

        (8) Automated ENTNAC results will be provided to MEPS LNCO'S as they are currently.  EPSQ'S can be checked on the DSS Website "EPSQ RECEIPT SYSTEM"
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